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Abstract— The Bank toward boosting efficiency 
within the retail payment system. Bank payment 
system operators to follow suit in order to encourage 
public utilization of non-cash payment instrument. In 
addition bank review implementation of the non-cash 
payment system. Information systems auditing is the 
process of collecting and evaluating evidence to 
determine the safeguards asset of computer system, 
maintains data integrity, allows organizational goals 
to be achieved effectively, and uses resources 
efficiently. This research provides information for 
fraud-related detection of non-cash transaction, 
including indications of fraud, internal control 
analysis, evidence gathering, financial analysis, legal 
basis for fraud allegations, tracing assets, computer 
forensic procedures and methods. The sample is one 
of four government of Bank in Indonesia. Interview is 
conducted to collect data, applying information 
systems audit and COBIT level maturity, the result 
shows that Fraud is manageable, not optimize. 
 
Keywords— Fraud Detection, Non cash Transaction, 
Audit Information system    
I. INTRODUCTION 
Fraud is a billion-dollar business and it is 
increasing every year. The PwC global economic 
crime survey of 2009 suggests that close to 30% of 
companies worldwide have reported being victims 
of fraud in the past year 
Fraud detection is a topic applicable to many 
industries including banking and financial sectors, 
insurance, government agencies and law 
enforcement, and more.  Fraud attempts have seen 
a drastic increase in recent years, making fraud 
detection more important than ever. Despite efforts 
on the part of the affected institutions, hundreds of 
millions of dollars are lost to fraud every year.  
Since relatively few cases show fraud in a large 
population, finding these can be tricky. 
In banking, fraud can involve using stolen credit 
cards, forging checks, misleading accounting 
practices, etc.  In insurance, 25% of claims contain 
some form of fraud, resulting in approximately 
10% of insurance payout dollars.  Fraud can range 
from exaggerated losses to deliberately causing an 
accident for the payout.  With all the different 
methods of fraud, finding it becomes harder still.  
The notion of “fraud” implies an intention on the 
part of some party or individual presumably 
planning to commit fraud. From the perspective of 
the target of that attempt, it is usually less 
important whether or not intentional fraud has 
occurred, or some erroneous information was 
introduced into the credit system or process 
evaluating insurance claims etc. So from the 
perspective of the credit, retail, insurance, or 
similar business the issue is rather whether or not a 
transaction that will be linked with a loss has 
occurred or will occur, if a claim can be 
subrogated, rejected, or funds recovered somehow, 
etc. 
A 1997 study stated that 63% of companies had 
a least one fraud in the last two years; and a 1999 
study had 57% of respondents reporting a fraud in 
their company in the last year. So the research 
indicates that the risk of experiencing high fraud. 
But, the studies point out another disturbing fact, 
not only is fraud likely, but the instances of fraud 
are increasing. 
A KPMG study in Canada reported an average 
loss to fraud in 1998 of almost $1 Million. In the 
retail sector in the United States fraud has been 
estimated at rates of 6% of revenues; and a study 
by the American Certified Fraud Examiners 
(ACFE) states that financial losses in the US are a 
staggering $400B per year - some studies quote 
even higher figures. Add to this the intangible 
costs, such as, damage to the organization through 
loss of goodwill, negative publicity, reduced 
employee morale, stockholder confidence, etc. In 
some cases, the intangible costs may be even 
higher than the financial losses. 
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Fig 1. Fraud Factors, the factors contribution increase incentives 
/ pressure to commit fraud 
II. BASIC THEORY 
2.1Fraud Definition 
There are many definitions for fraud and a 
number of possible criminal charges, including: 
fraud, theft, embezzlement, and larceny. The legal 
definition usually refers to a situation where: 
• A person makes a material false statement; 
• The victim relies on that statement; and 
• The criminal benefits 
It should be noted that persons inside the 
organization or external to it could commit fraud. 
Further, it can be to the benefit of an individual; to 
part of an organization; or to the whole 
organization itself. However, the most expensive 
and most difficult fraud for auditors to deal with is 
one that is committed by senior management - 
particularly if it is ‘for’ the benefit of the 
organization. 
Generally, fraud occurs because of a 
combination of opportunity, pressure/motivation 
and rationalization. An opportunity arises, the 
person feels that the act is not entirely wrong, and 
has pressure pushing them to commit the fraud..its 
called The Fraud Triangel  
 
 
 
Fig 2. The Fraud Triangel 
 
2.1.1 Opportunity. An opportunity is likely to 
occur when there are weaknesses in the internal 
control framework or when a person abuses a 
position of trust. For example: 
• Organizational expediency – ‘it was a high 
profile rush project and we had to cut corners’;  
• Downsizing meant that there were fewer 
people and separation of duties no longer existed; 
or 
• Business re-engineering brought in new 
application systems that changed the control 
framework, removing some of the key checks and 
balances. 
 
2.1.2. Pressure/Motivation. The pressures are 
usually financial in nature, but this is not always 
true. For example, unrealistic corporate targets can 
encourage a salesperson or production manager to 
commit fraud. The desire for revenge – to get back 
at the organization for some perceived wrong; or 
poor self-esteem - the need to be seen as the top 
salesman, at any cost; are also examples of non-
financial pressures that can lead to fraud. 
 
2.1.3 Rationalization. In the criminals mind 
rationalization usually includes the belief that the 
activity is not criminal. The often feel that 
everyone else is doing it; or that no one will get 
hurt; or it’s just a temporary loan, I’ll pay it back, 
and so on.  
 
2.2  The prevention and detection of  fraud 
There are two main views - one states that 
management has the responsibility for the 
prevention and for the detection of fraud. 
Management: 
• is responsible for the day to day business 
operations; 
• is responsible for developing and implementing 
controls; 
• has authority over the people, systems, and 
records; and 
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• has the knowledge, and authority to make 
changes. 
Therefore, fraud prevention and detection is their 
problem. 
Audit, on the other hand: 
• has expertise in the evaluation and design of 
controls; 
• reviews and evaluates operations and controls; 
and 
• has a requirement to exercise ‘Due Diligence’. 
Therefore, fraud prevention and detection is 
audit’s problem. 
 
The reality is that both management and audit 
have roles to play in the prevention and detection 
of fraud. The best scenario is one where 
management, employees, an internal and external 
auditors work together to combat fraud. 
Furthermore, internal controls alone are not 
sufficient, corporate culture, the attitudes of senior 
management and all employees, must be such that 
the company is fraud resistant. Unfortunately, 
many auditors feel that corporate culture is beyond 
their sphere of influence. However, audit can take 
steps to ensure that senior management is aware of 
the risk and materiality of fraud and that all 
instances of fraud are made known to all 
employees. Audit call also encourages management 
to develop Fraud Awareness Training and a Fraud 
Policy to help combat fraud. Finally, audit can 
review and comment on organizational goals and 
objectives to reduce the existence of unrealistic 
performance measures. So, there are a number of 
things auditors can do to help create a fraud 
resistant corporate culture.  
 
2.2.1 Fraud Awareness Training is a critical step 
in deterring fraud. It emphasizes the role that all 
employees have in preventing and detecting fraud - 
not just auditors. 
Often it is tied to a corporate ethics program, 
laying the foundation for all aspects of employee 
behavior. 
 
2.2.2 A Corporate Fraud Policy sets out what 
employees are to do when fraud is suspected. It 
defines a consistent course of action and sets the 
tone for how the company will deal with fraud. In 
particular, it must clearly convey the message that 
no one has the authority to commit illegal acts even 
to the benefit of the company. 
 
2.3 Fraud  Protection  
There are five level protections: 
1. POS Invitation Certification Codes 
2. Business Reporting / contest rules 
3. Customs filters 
4. Suspension score 
5. Forensic Audit 
2.4 Online Banking 
Online Banking to help with most of the 
transactions need to make in day-to-day life. 
Wherever you are, whatever time it is, as long as 
you have an internet connection, we can log on and 
manage the accounts.  
 We can use Online Banking across your current 
accounts, credit cards, savings, Cash, Non-cash and 
Flexible Offset Mortgages. Log on any time to: 
check balances, make payments, set up free email 
and text alerts, asking us to change your personal or 
security details 
 
2.5  Non –Cash Transaction 
Definition a non-cash transaction is a contract, 
business affair or economic event in which a 
company doesn't has role with any sum of money. 
 
 
Fig 3. Online Banking Session 
 
2.6 Control Objective Related Information 
Technology (COBIT) 
Control Objective related Information 
Technology (CobIT) is a set of best practice 
(framework) for IT management. CobIT compiled 
by The IT Governance Institute (ITGI) and 
Information System Audit and Control Association 
(ISACA). CobIT complete package consists of: 
executive summary, framework, control objectives, 
audit guidelines, implementation tool set and 
management guidelines, very useful and needed by 
auditors, IT users, and managers. The managers 
benefit in investment decisions in IT and 
infrastructure, make up strategic IT Plan, determine 
information architecture, and decisions on asset  
procurement. 
 
The COBIT Level Maturity Model 
 
The COBIT Maturity Model is an IT governance 
tool used to measure how well developed the 
management processes are with respect to internal 
controls. The maturity model allows an 
organization to grade itself from nonexistent (0) to 
optimized (5). Such capability can be exploited by 
auditors to help management fulfill its IT 
governance responsibilities, i.e., exercise effective 
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responsibility over the use of IT just like 
part of the business. 
A fundamental feature of the maturity mo
that it allows an organization to measure as
maturity levels, and define to-be maturity levels as 
well as gaps to fill. As a result, an organization can 
discover practical improvements to the system of 
internal controls of IT. However, maturity l
are not a goal, but rather they are a means to 
evaluate the adequacy of the internal controls with 
respect to company business objectives
 
 
Fig 4. Level Maturity 
II. RESEARCH OBJECTIVES
        The research method I used in this study is 
associative method, where the presentation along 
with the formulation of hypotheses and analyze the 
object under study. The notion of associative 
research are as follows according Sugiyono 
“Associative research is a research that aims to 
determine the relationship between two or more 
variables. This study has the highest levels when 
compared with the descriptive research 
comparative. In this research, there will be built a 
theory that can serve to explain, predict, and 
control the symptoms. (2011:14)" The da
obtained during this study will be processed, 
analyzed and further processed on the basis of the 
theory that has been studied, in order to obtain a 
clarity about the object under study.
The population of this study was 
Government Bank, BNI, BRI, BTN, and Mandiri
are managed by Bank Indonesia in Bandung. 
respondents for questioner are Senior Internal 
Auditor. 
III. RESULTS AND DISCUSSION
 
3.1 The results of the questionnaire on the 
prevention and detection of fraud  
  
 
 
 
 
TABEL 1 .PREVENTION AND DETECTION 
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rather than 
ta 
 
BRI one of four 
 
The 
 
FRAUD 
 
No Prevention and 
Detection 
 
1 
 
2 
 
3 
 
4 
 
 
 
Management Fraud  
Responsible for the day to 
day business operations 
Responsible for 
developing and 
implementing controls 
Authority over the people, 
systems, and records 
Knowledge, and authority 
to make changes 
 
1 
 
2 
 
3 
Audit Fraud 
Expertise in the 
evaluation and design of 
controls 
Reviews and evaluates 
operations and controls 
A requirement to exercise 
‘Due Diligence’ 
 Average  
 
From the above of table 1 shows that the average 
preventive and detective fraud is define, its means 
preventives and detectives not manageable, except 
Responsible for the day to day business op
and Authority over the people, systems, and 
records are managed 
 
3.2 The results of the questionnaire on the fraud 
policy 
 
 TABEL 2. FRAUD 
N
o 
Activity 
 
1 
2 
 
3 
 
Fraud Awareness 
Training of employee 
All employees have in 
preventing and detecting 
fraud  
Corporate ethics program 
,and employees behavior 
 
 
 
1 
 
2 
 
 
3 
 
 
 
 
4 
Corporate Fraud Policy 
Employees are to do when  
fraud is suspected  
Course of action and sets the 
tone for how the company 
will deal with fraud. In 
particular,  
Clearly convey the message 
that no one has the authority 
to commit illegal acts - even 
to the benefit of the 
company. 
 
Level Protection 
 Avarage 
 
 
Score Level of 
Maturity 
 
4 
 
3 
 
4 
 
3 
 
 
Managed 
 
Defined 
 
Managed 
 
Defined 
 
 
3 
 
3 
 
3 
 
Defined 
 
Defined 
 
Defined 
 
3.28 Defined 
erations 
POLICY 
Scor
e 
Level of 
Maturit
y 
 
3 
4 
 
3 
 
Defined 
Manage
d 
 
Defined 
 
4 
 
4 
 
 
3 
 
 
 
 
4 
 
Manage
d 
 
Manage
d 
 
 
Defined 
3,57 Manage
d 
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From the above of table 2 shows that the Fraud 
Policy is managed, its means fraud policy are 
manageable, except Training of employee, 
Corporate ethics program, and employees 
behaviour, and Clearly convey the message that no 
one has the authority to commit illegal acts even to 
the benefit of the company are defined. 
 
3.3 The results of the questionnaire on the Fraud 
Triangle opportunity 
 
TABEL 3. THE FRAUD-OPPORTUNITY 
No Opportunity Score Level of 
Maturity 
 
 
1 
2 
3 
 
4 
5 
6 
Systemic Weakness 
Leak of oversight 
Conflict 
Implementation of new 
accounting software 
High volume transaction 
Grey area in the rules 
Ineffective internal control 
 
3 
4 
2 
 
4 
4 
3 
 
Defined 
Managed 
Repeatable 
 
Managed 
Managed 
Defined 
 Average 3.3 Defined 
 
From the above of table 3 shows that the fraud-
opportunity is defined, its means System weakness 
is not manageable, except Conflict, High volume 
transaction and Grey area in the rules are managed. 
 
3.4 The results of the questionnaire on the Fraud 
Triangle Incentives 
 
TABEL 4. THE FRAUD-INCENTIVES 
N
o 
Incentives Scor
e 
Level of 
Maturity 
 
 
1 
 
2 
3 
 
 
Transactional 
Expectation to meet (financial) 
target 
Hide failing project or contract 
Need for new financing 
 
3 
4 
4 
4 
 
 
Defined 
Managed 
Managed 
Managed 
 
1 
2 
3 
4 
5 
Personal 
Financial Problems 
Extravagant life style 
Addictions 
Greed or Revenge 
Character flaws 
 
4 
4 
3 
3 
3 
 
Managed 
Managed 
Defined 
Defined 
Defined 
 Average 4 Managed 
 
From the above of table 4 shows that the fraud-
incentives are managed, its means The Fraud 
Incentives is manageable, except Expectations to 
meet financial target, Addictions, Greed or revenge 
and characteristic flaws are managed. 
 
3.5 The results of the questionnaire on the Fraud 
Triangle Rationalisation 
 
TABEL 5. THE FRAUD-RATIONALISATION 
No Rationalisation Score Level of 
Maturity 
 
1 
2 
3 
4 
5 
6 
Fracture Logic 
Performance are not 
recognize 
Management doesn’t 
care 
Everyone does it 
Only Borrowing 
It cost doing business 
Mistreated and deserve 
compensation 
 
3 
4 
4 
4 
3 
3 
 
Defined 
Managed 
Managed 
Managed 
Defined 
Defined 
 Average 3.5 Managed 
 
From the above of table 5 shows that the fraud-
rationalisation is managed its means The Fraud-
Rationalisation are manageable, except 
Performance are not recognition. It cost doing 
business, Mistreated and deserve compensation are 
defined. 
 
3.6 The results of all Fraud Detection as showing 
in table below 
 TABEL 6. THE FRAUD DETECTION 
 
No Froud Detection Score Level of 
Maturity 
1 Prevention and 
Detection Fraud 
3.28 Defined 
2 Fraud Policy 3.57 Managed 
3 The Fraud - 
Opportunity 
3.3 Defined 
4 The Fraud - 
Incentives 
4 Managed 
5 The Fraud - 
Rationalisation 
3.5 Managed 
 Average 3.52 Managed 
 
IV. .CONCLUSION 
In general bank was implemented Fraud 
detection and manageable, except Prevention 
Fraud, and The triangle Fraud, Opportunity is 
defined. Bank should be increase Prevention and 
Detection Fraud by Responsible for developing and 
implementing controls, and Knowledge, and 
authority to make changes, also intensive Audit 
Forensic. Bank also maintain Responsible for the 
day to day business operations and Authority over 
the people, systems, and records 
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